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About the CEO 
Panel

Danish Shipping 
has asked the senior 
executives of 37 
shipping companies 
for their views on the 
industry. 26 senior 
executives have 
responded, giving a 
response rate of 70 
pct.

The 26 companies 
which have partici-
pated in the survey 
account for approxi-
mately  
 79 pct. 
of the Danish 

flagged commercial 
fleet.

The survey was 
carried out between 
2–15 November 2017. 
This is the third time 
that Danish Shipping 
has performed such 
a survey of the CEO 
Panel. The first two 
were conducted in 
November 2016 and 
June 2017 respec-
tively.

Shipping companies strengthen  
their IT security

Shipping companies have joined the fight against cyber criminals, accord-
ing to a new survey of Danish Shipping’s CEO panel, in which 26 senior 
executives have answered a range of questions about cyber crime. 

CEO Panel
November 2017

Figure 1: To what extent have you changed 
priorities within your overall budget to the 
benefit of IT security duing the last year?

Figure 2: To what extent are you worried about your company’s IT systems, data 
or information being attacked or otherwise lost in the coming 12 months?

Cybercrime among the top concerns
In addition, all senior executives have to a greater or lesser extent indicated that they 
are concerned about the security of their IT systems and data. In total, 42 pct. have in-
dicated that they are very worried or extremely worried that their business operations 
will be attacked or that their data will be lost in the coming 12 months (figure 2).

Contact  Maria Skipper Schwenn Executive Director + 45 21 28 49 66 mss@danishshipping.dk

After this summer’s cyber attack 
on Maersk, cyber crime has be-
come a concrete threat to Danish 
shipping companies alongside 
piracy and other forms of crime. It 
is therefore only natural that ship-
ping companies are strengthening 
their IT defences by increasing their 
IT security budgets. In total, 69 
pct. of the senior executives have 
indicated that they have prioritised 
this area more duing the past year 
(figure 1). In the same period, 27 
pct. have maintained a steady level 
of spending, and only one company 
has reduced its budget in this area.
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Shipping companies are under attack
In March 2017, the Danish Defence Intelligence Ser-
vice published their latest threat assessment for
the maritime sector. The report warned that there 
is a high threat level posed by cyber criminals in 
the shipping industry, which is primarily directed at 
commercial interests and not particularly at physical 
security in the maritime sector.

The CEO Panel survey shows that this summer’s 
attack on Maersk was not an isolated incident, 
as there have been attempted attacks on several 
shipping companies over the last 12 months. In 
total, 69 pct. of the senior executives indicate that 
their operations have been subject to an attempted 
cyber attack over the last year (figure 3). 

Focus on employee conduct
When specific threats are identified, it is hacking 
from unauthorised parties in particular that is cause 
for concern, with more than half (54 pct.) of the sen-
ior executives stating that this is the greatest threat 
(figure 4).

Employee conduct is also in the spotlight, with a 
third (35 pct.) of senior executives identifying this as 
the greatest threat. As a result of phishing schemes, 
employees can be at risk of giving criminals access 

Figure 3: Have your company’s IT systems been the 
subject of an attempted attack over the last twelve 
months?

to the company’s network through careless behaviour. 
Only 12 pct. believe that out-dated security systems 
constitute a threat.

Figure 4: What do you consider to be the greatest threat to your company’s IT security?
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